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1	Decision/action requested
It is proposed to discuss the proposal in this discussion paper.
2	References
[1]	3GPP TR 33.875: "Study on enhanced security aspects of the 5G Service Based Architecture (SBA)"
[2]	3GPP TS 23.502: "Procedures for the 5G System (5GS); Stage 2"
[3]	3GPP TS 33.501: "Security architecture and procedures for 5G System".
3	Rationale
This discussion paper providers additional details of the problems to solve in key issue #11 (NRF validation of NFc for access token requests) 3GPP TR 33.875 [1]. It serves an optional input to pCRs containing solutions provided by Ericsson to these problems.
4	Detailed proposal
4.1	NF profile provisioning aspects in 3GPP specifications
33.501 [3], clause 13.4.1.1.1, "OAuth 2.0 roles" states:
· "The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], may be used to register the OAuth 2.0 client (NF Service Consumer) with the OAuth 2.0 Authorization server (NRF), as described in clause 2.0 of RFC 6749 [43]."
· " The NF Service registration procedure, as defined in clause 4.17.1 of TS 23.502 [8], shall be used to register the OAuth 2.0 resource server (NF Service Producer) with the OAuth 2.0 Authorization server (NRF)."
23.502 [2], clause 4.17.1 "NF service Registration" states:
· "NOTE 1:	The term "NF service consumer" in this clause refers to the consumer of the NRF services and should not be confused with the role of the NF (consumer or producer "
· "NF service consumer's NF profile is configured by OAM system"
· In the NF Service Registration procedure: "The NRF stores the NF profile of NF service consumer and marks the NF service consumer available."
23.502 [2], clause 5.2.7.2.2 "Nnrf_NFManagement service" states that the following inputs in the profile are mandatory:
· "Inputs, Required: NF type, NF instance ID, FQDN or IP address of NF, Names of supported NF services (if applicable) and PLMN ID e.g. if NF needs to be discovered by other PLMNs/SNPNs"
This may result in the following NRF provisioning issues:
1. NRF may not be provisioned with NF Service Consumer profile information at all, since it is not mandatory 
2. NRF may not be provisioned with additional profile information other than "NF type, NF instance ID, FQDN or IP address of NF, Names of supported NF services (if applicable) and PLMN ID e.g. if NF needs to be discovered by other PLMNs/SNPNs"
4.2	TLS Certificate aspects in 3GPP specifications
It is not a mandatory requirement that all IEs defined in the SBA TLS certificate has been filled in with information presented in the TLS certificate. For example, NF Type is only "should". Other kind of information, like slice information, is not contained in the TLS certificate profile at all. 
The following entities, relevant for authorization purposes, are currently mandatory in the TLS certificate: NF Instance Id(s), NF service name(s). 
The following entities are optional: NF type, NF Instance Id 
The following are not contained: list of NSSAIs, list of NSI IDs
33.501 [3], clause 13.4.1.1.2 "Service Request Process" states:
"1. The NF Service Consumer shall request an access token from the NRF in the same PLMN using the Nnrf_AccessToken_Get request operation. The message shall include the NF Instance Id(s) of the NF Service Consumer, the requested "scope" including the expected NF Service name(s) and optionally "additional scope" information (i.e. requested resources and requested actions (service operations) on the resources), NF type of the expected NF Service Producer instance and NF Service Consumer. The NF Service Consumer may also include a list of NSSAIs or list of NSI IDs for the expected NF Service Producer instances. 
The message may include the NF Set ID of the expected NF Service Producer instances.
The message may include a list of S-NSSAIs of the NF Service Consumer."
This may result in the following issues
1. Certificates are available, but information may not be sufficient for NFc validation in NRF. It is not specified how the NRF shall validate the NFc request in all situations.
4.3	Authorization aspects in 3GPP specifications
The NF profile provisioning and TLS Certificate aspects may be a problem at a later stage when NRF need to validate NF profile information at the Service Request Process.
 33.501 [3], clause 13.4.1.1.2 "Service Request Process" states
"2. The NRF may verify that the input parameters (e.g., NF type) in the access token request match with the corresponding ones in the public key certificate of the NF Service Consumer or those in the NF profile of the NF Service Consumer. The NRF checks whether the NF Service Consumer is authorized to access the requested service(s). If the NF Service Consumer is authorized, the NRF shall then generate an access token with appropriate claims included. The NRF shall digitally sign the generated access token based on a shared secret or private key as described in RFC 7515 [45]. If the NF Service Consumer is not authorized, the NRF shall not issue an access token to the NF Service Consumer.
The claims in the token shall include the NF Instance Id of NRF (issuer), NF Instance Id of the NF Service Consumer (subject), NF type of the NF Service Producer (audience), expected service name(s), (scope), expiration time (expiration) and optionally "additional scope" information (allowed resources and allowed actions (service operations) on the resources). The claims may include a list of NSSAIs or NSI IDs for the expected NF Service Producer instances. The claims may include the NF Set ID of the expected NF Service Producer instances."
The following issues exist
1. What IEs are required to validate as a minimum? 
2. What information shall be used in NRF to validate the NFc?
Additionally, it is also possible that the NFc TLS certificate is available together with the NF profile registered in the NRF. In this case it is unclear what precedence the NRF shall use when performing the NFc validation. The information in the profile is provided by the NFc itself, but the information in the certificate is provided outside of the NFc, i.e., the CA.
This results in the following issues
1. What information shall have precedence when NFc certificate is available as well as the NF profile?
2. What information shall be cross-checked between the certificate and the profile?
